Abstract: It was considered that the security of information is an important factor in an electoral process in a country; for the frequent problems that have been detected in the scanning of votes to expedite the count. The objective is to analyze a method of vote scanning that allows improving security, administration, and implementation so that vote counting is faster and more secure compared to the traditional voting system. The deductive method and the exploratory investigation were used to analyze the information of the articles of the reference. It turned out to be a prototype of a voting scan algorithm based on the OCR reader scanner that was proposed and analyzed; for the scanning of the votes and projection of results via the Internet for the next elections is to improve the integrity of the information. It was concluded that a prototype of an adequate algorithm for vote scanning is an alternative to improve a traditional system that will be integrated into a voting system.
Introduction
At a time when technological progress represents a fundamental and essential part of human life, it was to be assumed that the implementation of an electronic voting system would not be left behind, which has become popular today, becoming a very important issue to keep in mind. Electronic voting is legally prohibited, and the main reason for this rejection is due to the security of the electronic voting system, the latent possibility of an interference in the vote and the doubts of the reliability of the recount, to as any device or machine of technological use can present a failure in its operation [1] , these so-called disadvantages revive the denial of these nations to the use of the mentioned system of suffrage. Due to the situations mentioned above, this work seeks to propose, of course after a thorough investigation of the data encryption methods used in an electronic signature scheme, a method that considerably increases the security of the use of a voting system based on digital signature, thus reinforcing the reliability and promoting the possibility of overcoming the traditional voting of many, effectively improving a large number of features that in the case of voting by paper involve unnecessary expenses [2] , but to what is the insistence on optimizing the electronic signature and implementing the electronic voting system? , the advantages guaranteed by electronic voting, even more with the optimization proposed in this work with the improvement investigated, are many since by optimizing this system, the process in which it is used is transparent, safe and exact, the vote and the electronic count ensures that the population can know the results in a short time, and not in long terms or weeks, it is an excellent option to make the suffrage more accessible [3] , which also gives greater ease for that the disabled exercise their right independently, these are characteristics that generate confidence. The most basic method for the security and confidentiality of the data is the encryption of the same. This procedure guarantees that there are no repetitions in any type of electronic transaction. In order to reinforce security and confidence in the voting system, it was decided to propose the use of an improved RSA [4] algorithm.
Why should an electronic signature scheme be optimized, in a voting system in a distributed architecture?
To improve the integrity of the electronic signature schema information in a voting system. The objective is to determine which algorithm should be used for the optimization of an electronic signature scheme in a voting system in a distributed architecture.
The deductive method and exploratory research are used to analyze the information of the reference articles. It turns out that the RSA algorithm must be used for the optimization of an electronic signature scheme in view of the fact that after the analysis it was determined that it is the fastest and most efficient compared to the others, when adding encryption with a certified private key, we generate Digital signature security at the time of taking the functions protects the integrity of the data.
The articles analyzed with respect to the subject in this phase are presented. C. Registro, "Firma Electrónica -Registro Civil [5] , Design and implementation of an electronic voting system for choosing the position of advisor student in a university [6] , Electronic voting system in mexican elections [7] , Cryptography and Network Security: Principles and Practices [8] , A comparative survey of symmetric and asymmetric key cryptography [9] , Implementation of Rsa Algorithm and Modified Rsa Algorithm Methods : a Review [10] , Comprehensive study of symmetric key and asymmetric key encryption algorithms [11] , The digital signature technology in E-commerce systems [12] ,A Security Mechanism for Cloud Computing Threats [13] .
Deductive method and exploratory research is used to analyze the information of the reference articles.
It turns out that the RSA algorithm must be used for the optimization of an electronic signature scheme after the analysis. It was determined that it is the fastest and most efficient compared to the others, when adding the encryption with a certified private key. The digital signature security is proposed at the time of taking the features protects the integrity of the data.
It is concluded that when implementing a voting system with electronic signature in distributed architecture, it is advisable to encrypt the information to ensure the integrity of it and guarantee the electoral processes.
Materials and methods

Electronic Vote
One of the benefits of electronic voting is to optimize the user's validity and abbreviate the long-term electoral costs, but, above all, it concentrates elements of speed in the decision-making process, then we show the requirements that must be considered when issuing an electronic vote. 1. No individual can alter the votes cast 2. No individual should be able to relate to the voter at the time of suffrage. 3. Only people registered with the electronic signature can pay 4. No one can pretend to be someone else's identity. 5. System information, such as editing, adding or deleting, can only be done by authorized persons. 6. Persons during the count must be impartial at all times when using the system, without showing any preference for any participant in the elections. 7. The procedures to be carried out in the voting system depend solely on the use of a public network, such as the Internet. 8. Anyone who participates in the voting system must be aware that we must be honest and impartial throughout the process [6] .
On the other hand, we can use the technology to issue and total votes, in an electronic system as shown in Figure 1 . to automate and avoid frauds, so that each result of the vote, be in less time, safe, transparent, a fully auditable process, avoiding human error, increasing accessibility that implies greater ease for the disabled, and each individual, easily helping to fulfill their duty as a citizen [7] .
On the day of the elections, the delivery of all materials to be used, packaged, so that there is no fraud, then the representatives are established at the polling station, to organize and verify all the ballots and office tools to be used. In the process of suffrage, continuously, individuals begin to arrive with their identification (identity card or passport), then deliver it to the president of the polling station and designate a ballot for the respective suffrage, and so the user, place in the screen what he paid. 
Digital signature
It is a scientific material that allows us to delimit the motive of a document and verify that it has not been modified, a digitally signed electronic document has the same legal authenticity as a paper document, it is the combination of letters and numbers, which binds the signatory with an electronic document, to digitally sign a person needs two keys associated with each other that are generated, using secure cryptographic functions. Currently, the use of the digital signature is used in many applications, such as its use in proceedings with public entities, citing as examples bank operations or foreign trade documents, in addition a large number of medical records systems have opted for the use of this technology and is currently used as authentication and identification on the internet and computer systems. The digital signature is the combination of letters and numbers, which links the signer with an electronic document, to digitally sign a person needs two keys associated with each other that are generated, using secure cryptographic functions.
Cryptography
Cryptography studies the specialty of transforming messages (plain text) into an encrypted text (encrypted text) by means of an encryption operation that makes it impossible for a third party to have knowledge of the content of the message. Encrypting a text means applying an algorithm that, in relation to a certain variable (encryption key), transforms it into another hermetic and indecipherable text for the other party that receives the message and does not have the key. A scheme has five main ingredients [9] . Asymmetric key cryptography is known as public and private key cryptography. In this technique, the sender uses a public key of the receiver for the encryption and the recipient uses his private key to decrypt the message. 
RSA Algorithm
The RSA security algorithms [10] (Rivest, Shamir, Adleman) Created in 1978, today is the algorithm most used in asymmetric encryption. RSA uses a key and an encryption block both of variable length. A message is encrypted by the distributor of services in the cloud (sender) and the consumer (receiver) of the service in the cloud deciphers it. The RSA algorithm consists of three steps:
• Key generation.
• Encryption.
• Decryption. The main weakness in RSA is attacked by possible brute-force attacks, mathematical attacks, synchronization attacks and chosen cipher attacks [11] , [12] .
Improved RSA Algorithm
In the RSA algorithm, it is presumed that it is difficult to find the factor of large integers and hard to find the decryption key, but as the decipherment was based directly on the variable x; it was easy to factor and derive the key. To improve the enhanced RSA security (ERSA) was proposed considering the third prime number to increase the complexity; but the original message can be acquired directly. So direct an attack can damage both RSA and ERSA. A new algorithm with some new factors was calculated to increase the complexity in encryption and in the decryption process. But the use of many parameters overloaded the system [13] .
Encryption and decryption
Encryption is the procedure due to which certain information is encrypted so that the message to be transmitted is inaccessible unless the pertinent referents are known for its correct handling. Security obeys and is dependent on the privacy of the key, not on the privacy of the algorithm [12] .
Results
It was determined that the RSA algorithm should be used for the optimization of an electronic signature scheme in a voting system in a distributed architecture in view that after the analysis was determined to be the fastest and most effective compared to the others, when adding Encryption with a certified private key, we generate the security of the Digital Signature at the moment of taking the features, the integrity of the data is protected, the Algorithm is described with the proposed formula:
1) Generate 4 very large random numbers p, q, r, s 2) They must be grouped in 3 (p,q,r) 
Discussion
The electronic signature scheme uses the improved RSA asymmetric algorithm method, since it uses three variables for deciphering security, it is reliable, and it focuses on integrity and security for the user's identity. The use of a simple RSA Algorithm presents risks in its use since it is prone to suffer malicious attacks that violate the confidentiality of the data. The result was the selection of an algorithm that has an optimal performance, according to the system of a distributed architecture to be implemented and mitigate the integrity of the database. Within the scheme and the electronic signatures, a research method does not repudiate the authentication of the voting system.
Future Work and Conclusion
It is necessary to elaborate the prototype of the modified RSA algorithm using flow chart techniques integrating all the processes of a voting system for a public organization of an electoral system for the election of public dignities, such as: President, Mayors, Councilors, among others.
It protects the information that is transmitted through the network, since it is one of the essential features of the algorithm we use.
For the authentication of the electronic signature, asymmetric cryptography is used with the RSA algorithm, which is based on two different keys: a public one and a private one, it has mathematical properties that make it possible to ensure that what is encrypted in the public key can only be deciphered with the private key, and thus vice versa, since it is a non-trivial key process.
That if a voting system with electronic signature is implemented in distributed architecture, it is advisable to encrypt the information to ensure its integrity and guarantee the electoral processes.
